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Statement of Applicability – ISO 27701:2019
IMPORTANT
The reason(s) for INCLUSION can be either or both of the following:



Controls a risk to the ISMS (i.e. to management of information security) [ISO/IEC 27001, Clause 6.6.1];



Controls a risk to information [ISO/IEC 27001, Clause 6.6.2].


The reason for EXCLUSION is as follows:



Not required to control a risk.

Annex A (PII Controllers)


	Ref.
	Title
	Incl./
Excl.
	Reason(s) for Inclusion
or for Exclusion
	Implemented
(Yes / No)
	Notes on Implementation

	A.7.2
	Conditions for collection and processing
	
	
	
	

	A.7.2.1
	Identify and document purpose
	
	
	
	

	A.7.2.2
	Identify lawful basis
	
	
	
	

	A.7.2.3
	Determine when and how consent is to be obtained
	
	
	
	

	A.7.2.4
	Obtain and record consent
	
	
	
	

	A.7.2.5
	Privacy impact assessment
	
	
	
	

	A.7.2.6
	Contracts with PII processors
	
	
	
	

	A.7.2.7
	Joint PII controller
	
	
	
	

	A.7.2.8
	Records related to processing PII
	
	
	
	

	A.7.3
	Obligations to PII principals
	
	
	
	

	A.7.3.1
	Determining and fulfilling obligations to PII principals
	
	
	
	

	A.7.3.2
	Determining information for PII principals
	
	
	
	

	A.7.3.3
	Providing information to PII principals
	
	
	
	

	A.7.3.4
	Providing mechanism to modify or withdraw consent
	
	
	
	

	A.7.3.5
	Providing mechanism to object to PII processing
	
	
	
	

	A.7.3.6
	Access, correction and/or erasure
	
	
	
	

	A.7.3.7
	PII controllers' obligations to inform third parties
	
	
	
	

	A.7.3.8
	Providing copy of PII processed
	
	
	
	

	A.7.3.9
	Handling requests
	
	
	
	

	A.7.3.10
	Automated decision making
	
	
	
	

	A.7.4
	Privacy by design and privacy by default
	
	
	
	

	A.7.4.1
	Limit collection
	
	
	
	

	A.7.4.2
	Limit processing
	
	
	
	

	A.7.4.3
	Accuracy and quality
	
	
	
	

	A.7.4.4
	PII minimization objectives
	
	
	
	

	A.7.4.5
	PII de-identification and deletion at the end of processing
	
	
	
	

	A.7.4.6
	Temporary files
	
	
	
	

	A.7.4.7
	Retention
	
	
	
	

	A.7.4.8
	Disposal
	
	
	
	

	A.7.4.9
	PII transmission controls
	
	
	
	

	A.7.5
	PII sharing, transfer, and disclosure
	
	
	
	

	A.7.5.1
	Identify basis for PII transfer between jurisdictions
	
	
	
	

	A.7.5.2
	Countries and international organizations to which PII can be transferred
	
	
	
	

	A.7.5.3
	Records of transfer of PII
	
	
	
	

	A.7.5.4
	Records of PII disclosure to third parties
	
	
	
	


Annex B (PII Processors)

	Ref.
	Title
	Incl./
Excl.
	Reason(s)
	Implemented
(Yes / No)
	Notes on Implementation

	B.8.2
	Conditions for collection and processing
	
	
	
	

	B.8.2.1
	Customer agreement
	
	
	
	

	B.8.2.2
	Organization’s purposes
	
	
	
	

	B.8.2.3
	Marketing and advertising use
	
	
	
	

	B.8.2.4
	Infringing instruction
	
	
	
	

	B.8.2.5
	Customer obligations
	
	
	
	

	B.8.2.6
	Records related to processing PII
	
	
	
	

	B.8.3
	Obligations to PII principals
	
	
	
	

	B.8.3.1
	Obligations to PII principals
	
	
	
	

	B.8.4
	Privacy by design and privacy by default
	
	
	
	

	B.8.4.1
	Temporary files
	
	
	
	

	B.8.4.2
	Return, transfer or disposal of PII
	
	
	
	

	B.8.4.3
	PII transmission controls
	
	
	
	

	B.8.5
	PII sharing, transfer, and disclosure
	
	
	
	

	B.8.5.1
	Basis for PII transfer between jurisdictions
	
	
	
	

	B.8.5.2
	Countries and international organizations to which PII can be transferred
	
	
	
	

	B.8.5.3
	Records of PII disclosure to third parties
	
	
	
	

	B.8.5.4
	Notification of PII disclosure requests
	
	
	
	

	B.8.5.5
	Legally binding PII disclosures
	
	
	
	

	B.8.5.6
	Disclosure of subcontractors used to process PII
	
	
	
	

	B.8.5.7
	Engagement of a subcontractor to process PII
	
	
	
	

	B.8.5.8
	Change of subcontractor to process PII
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